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1. PURPOSE 

1.1 Purpose and Authority 

The purpose of this Cyber Incident Response Plan (CIRP) is to provide Brewarrina Shire Council 

("Council") with a structured, operational framework to detect, respond to, and recover from cyber 

security incidents. 

This plan operates under the delegated authority of the General Manager. It acknowledges that in a 

modern local government environment, cyber incidents are not merely technical faults but critical 

business risks that threaten public safety, financial stability, and community trust. 

1.2 Objectives 

The primary objectives of this plan are to: 

1. Minimise Impact: Reduce the duration and severity of disruption to critical services, particularly 

Water/Sewer infrastructure and financial operations. 

2. Clarify Accountability: Clearly define the operational split between Council staff 

(Governance/Decision Making) and the Managed Service Provider, RMT (Technical 

Execution). 

3. Ensure Compliance: Facilitate mandatory reporting to state and federal bodies, including 

Cyber Security NSW, the ACSC, and the NSW Privacy Commissioner. 

4. Preserve Evidence: Ensure forensic data is captured correctly to support potential insurance 

claims or law enforcement investigations. 

1.3 Scope 

This plan applies to all systems, networks, and data owned or managed by Council. 

• Corporate IT: Email, Finance (Practical), Records (Magiq Docs), and file storage. 

• Operational Technology (OT): SCADA and Telemetry systems controlling Water and 

Sewerage treatment plants. Note: OT response focuses on physical safety and isolation. 

• Supply Chain: Incidents originating from third-party vendors (e.g., Cloud SaaS providers). 

1.4 Standards Alignment 

This plan aligns with the NSW Cyber Security Policy lifecycle: Detect, Protect, Respond, Recover. 

 

2. GOVERNANCE AND ROLES 
 

2.1 The Cyber Incident Response Team (CIRT) 

The CIRT is a temporary task force activated only during a High or Critical severity incident. It is 

led by the Incident Manager. 
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2.2 Roles & Responsibilities Matrix 

Role Operational Responsibilities 

Incident Manager 

(Finance & Admin 

Manager) 

• Command: Declares the incident level and activates the CIRT. 

• Authority: Has delegated authority to shut down systems (e.g., internet 

access) to contain threats. 

• Liaison: Primary point of contact between Council Executive and RMT. 

• Logistics: Ensures the team has resources (rooms, food, budget). 

Technical Lead 

(RMT / MSP) 

• Investigation: Performs technical analysis to identify "Patient Zero" and 

the attack vector. 

• Execution: Implements blocks, firewall changes, password resets, and 

patches. 

• Recovery: Executes data restoration from backups. 

• Reporting: Provides technical status updates to the Incident Manager 

every 2 hours. 

Executive Sponsor 

(General Manager) 

• Strategic Decisions: Authorises ransom payments (if ever legally 

advised) or major public statements. 

• Resource Approval: Approves emergency funding for specialist forensic 

firms or hardware. 

• Stakeholder Management: Briefs the Mayor and Councillors. 

OT Specialist 

(Manager 

Engineering) 

• Physical Safety: Monitors Water/Sewer assets during an IT outage. 

• Isolation: Responsible for physically disconnecting OT systems from the 

IT network if the infection spreads. 

• Manual Ops: Activates manual override procedures for plants. 

Scribe / Support 

(IT Officer / Admin) 

• Record Keeping: Maintains the Master Incident Log. 

• Timeline: Records every decision, time, and actor. This is critical for 

insurance and legal defence. 

 

2.3 Managed Service Provider (MSP) Integration 

Council relies on Roberts & Morrow Technology (RMT) for technical defence. 

• Trigger: RMT is contractually obligated to notify the Incident Manager immediately or within a 

reasonable time of confirming a High/Critical threat. 

• Access: RMT is granted pre-authorised "Emergency Access" to server back-ends during a 

confirmed Critical Incident to expedite containment. 
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3. INCIDENT CLASSIFICATION FRAMEWORK 

To ensure the response is proportionate, incidents are classified into four levels. 

3.1 Severity Levels 

Level Definition Response Protocol 

CRITICAL 

• Safety: Threat to Water/Sewer operations. 

• Data: Confirmed exfiltration of Sensitive Personal 

Information (SPI). 

• Ops: Core systems (Finance/Records) unavailable 

> 4 hours. 

• Scope: Widespread infection (e.g., Ransomware). 

Activate CIRT 

• Notify GM & Mayor immediately. 

• Mandatory Report to Cyber NSW 

& ACSC. 

• RMT Critical Response Team 

engaged. 

HIGH 

• Threat: Ransomware detected on a single server 

or endpoint. 

• Access: Administrator account compromised. 

• Finance: Business Email Compromise (BEC) 

targeting payments. 

• Scope: Contained to one network segment. 

Activate CIRT 

• Notify GM. 

• Notify Cyber NSW (Advisory). 

• RMT prioritises remediation 

(SLA: 1 hour). 

MEDIUM 

• Malware: Virus on a single laptop (quarantined by 

Antivirus). 

• Phishing: Malicious emails received (no clicks 

confirmed). 

• Access: Failed brute-force attempts. 

Standard IT Ticket 

• Logged with RMT Helpdesk. 

• Device wiped/cleaned. 

• User password reset. 

LOW 

• Spam: Nuisance emails. 

• Policy: Minor breach (e.g., user accessing blocked 

site). 

• Device: Lost mobile phone (encrypted & wiped). 

Standard IT Ticket 

• RMT handles via BAU 

processes. 

• Logged for monthly reporting. 
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4.       THE INCIDENT RESPONSE LIFECYCLE 
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4.1 Phase 1: Detection & Reporting 

• Automated Detection: RMT monitors firewalls, Office 365 logs, and server antivirus 24/7. 

Alerts are triaged by the RMT Service Desk. 

• Human Detection: Staff members often spot issues first (e.g., strange popup, mouse moving, 

ransom note). 

• Reporting Protocol: Staff must call the Finance & Admin Manager immediately. Do not send 

an email (as email may be compromised). 

4.2 Phase 2: Triage & Analysis 

The Incident Manager and Technical Lead (RMT) meet to assess the situation. 

• Validation: Is this a false positive? (e.g., system maintenance). 

• Scoping: 

o Breadth: How many devices are affected? 

o Depth: Has data been stolen or just encrypted? 

o OT Check: Crucial Step—Call the Engineering Manager to verify if Water/Sewer 

plants are showing anomalies. 

4.3 Phase 3: Containment 

The goal is to stop the bleeding. Containment strategies include: 

1. Isolation: RMT disconnects infected VLANs (segments) from the main network. 

2. Internet Severance: If data is actively being stolen (exfiltrated), the Incident Manager may 

order the physical disconnection of the Council’s main internet link. 

3. OT Air-Gap: The Engineering Manager physically unplugs the network cable linking the Water 

Plant SCADA system to the corporate network. 

4. Credential Reset: Force reset of all Administrator passwords and generic user accounts. 

4.4 Phase 4: Eradication 

Once contained, RMT removes the threat. 

• Root Cause Analysis: Identify how they got in (e.g., unpatched server, phishing email). 

• Sanitisation: Infected servers are wiped and rebuilt. Do not attempt to "clean" a ransomware-

infected server; it must be rebuilt from scratch to ensure no backdoors remain. 

• Patching: Apply the specific security patch that closes the vulnerability used by the attacker. 

4.5 Phase 5: Recovery 

Restoring normal operations. 

1. Restoration Order must be driven by the Critical Asset Register : 
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o Priority 1: Health & Safety (SCADA/Water systems). 

o Priority 2: Finance & Payroll (Practical/PCS). 

o Priority 3: Records (Magiq Docs). 

o Priority 4: Shared Drives & Email. 

2. Data Integrity Check: Before releasing systems to staff, the Finance Manager must verify that 

the restored data is accurate (e.g., check the last transaction date in the General Ledger). 

4.6 Phase 6: Post-Incident Activity 

• PIR Workshop: Held within 10 days. Focus on "What went wrong?" and "How do we fix the 

process?". 

• Report: A formal PIR Report is submitted to the ARIC (Audit, Risk & Improvement Committee). 

 

5. COMMUNICATIONS PROTOCAL 

5.1 Internal Communications 

• Method: If email is compromised, use SMS or WhatsApp groups established for the Crisis 

Team. 

• Staff Message: "We are currently managing an IT systems outage. Please do not turn on your 

computers until further notice. Critical operational staff (Depot/Water) should revert to manual 

procedures." 

5.2 External & Regulatory Reporting 

Mandatory requirements to report all "High" or "Extreme" residual risks and significant incidents to 

Cyber Security NSW. 

Agency Trigger Timeline Responsible 

Cyber Security NSW 
Any incident affecting critical services or 

government data. 
Immediate GM 

ACSC Cybercrime or Ransomware. 
< 12 

Hours 
RMT / GM 

IPC (Privacy Comm) 
Breach likely to result in "Serious Harm" to 

individuals (NDB Scheme). 
ASAP GM 
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5.3 Media Management 

• Spokesperson: Only the General Manager or Mayor. 

• Holding Statement: "Brewarrina Shire Council is investigating a cyber security incident 

affecting our corporate systems. We have activated our response plan and are working with 

cyber security experts. Essential community services (Water/Waste) remain operational. We 

will provide further updates as confirmed information becomes available." 

 

6. EVIDENCE AND LEGAL 

6.1 Evidence Preservation 

• Do Not Power Off: Unplug the network cable, but leave the computer powered on. Turning 

it off destroys RAM data which is vital for forensics. 

• Chain of Custody: If a laptop is confiscated for evidence, log who took it, when, and where it 

is stored (locked cabinet). 

6.2 Insurance Engagement 

• Council holds Cyber Liability Insurance. The insurer often provides a "Breach Coach" (legal 

expert) and forensic team. 

• Action: The General Manager must notify the insurer within 24 hours of a High/Critical incident 

to ensure coverage is not voided. 

6.3 Post-Incident 

• Post-Incident Activity to ensure all incident logs and the Post-Implementation Review (PIR) are 

filed in the "Cyber Evidence Folder" mandated for Audit Office reviews. 
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7. APPENDICES AND OPERATIONAL CHECKLISTS 

Appendix A: Key Contact Directory 

Role Name Mobile Email (Alternate) 

Incident Manager Angus Chan [Mobile] [Personal Email] 

General Manager David Kirby [Mobile] [Personal Email] 

RMT Duty Manager [RMT Lead] [24/7 Hotline] support@rmt... 

Engineering Manager [Insert Name] [Mobile] [Personal Email] 

Cyber Security NSW Duty Officer 1300 ... ... 

Cyber Insurer Statewide [Phone] [Policy #] 
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Appendix B: "First Hour" Triage Checklist 

To be completed by the Incident Manager within 60 minutes of detection. 

1. Verification & Safety 

• Verify: Is this a real incident or a system glitch? (Call RMT). 

• OT Safety Check: Call Engineering Manager. Are Water/Sewer plants operating normally? 

• Disconnect: If OT is at risk, authorize Engineering to physically disconnect SCADA from the 

network. 

2. Containment 

• Isolate: Instruct RMT to isolate the infected VLANs or servers. 

• User Alert: Send SMS to all staff: "Do not login. Turn off Wi-Fi on mobile devices." 

• External Links: If data theft is suspected, unplug the main Council Internet Router. 

3. Activation 

• Declare Level: Determine if this is MEDIUM, HIGH, or CRITICAL. 

• Activate CIRT: Call the General Manager and RMT Lead. Convene meeting (Physical or 

Phone). 

• Start Log: Assign a Scribe to open the "Master Incident Log" (Appendix F). 

4. Evidence 

• Preserve: Instruct staff NOT to turn off infected machines (unplug network only). 

• Photos: Take photos of any ransom notes or error messages on screens. 
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Appendix C: Playbook – Ransomware Response 

Scenario: Files are encrypted, and a note demands payment. 

Phase 1: Analysis (RMT) 

1. Identify Variant: Upload the ransom note or encrypted file sample to ID Ransomware (online 

tool) or analyse locally to identify the malware family. 

2. Patient Zero: Trace logs to find the first infected machine. Was it RDP? Phishing? 

3. Scope: Scan network to see how far it spread. Are backups encrypted? Check Backup 

Integrity immediately. 

Phase 2: Decision (Executive) 

1. Legal Check: Consult Cyber Insurer/Legal. Paying ransom may be illegal (Sanctions laws). 

2. Policy: Council policy is DO NOT PAY. 

3. Public Comms: Prepare statement. Do not use the word "Ransomware" publicly until 

confirmed. Use "Cyber Incident." 

Phase 3: Remediation (Technical) 

1. Wipe: Format all infected disks. Do not trust the OS. 

2. Rebuild: Reinstall OS from trusted media. 

3. Restore: Recover data from Immutable/Offline backups. 

4. Scan: Scan restored data for dormant malware before reconnecting to network. 

5. Password Reset: Force reset ALL domain passwords (admin and user). 

 

8. REVIEW 

This plan will be reviewed annually or as required in the event of legislative changes.  Any amendment 

to the Policy must be by way of a Council Resolution or the approval of the General Manager. 

 

9. PLAN AMENDMENTS  

VERSION DATE APPROVED RESOLUTION NO DESCRIPTION OF 
CHANGES 

1 24 February 2026  New  

2    

 


