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1. PURPOSE

The purpose of this Cyber Security Policy ("the Policy") is to formalise Brewarrina Shire Council’s
("Council") commitment to protect its information assets, digital infrastructure, and the community data
entrusted to its care.

In an increasingly volatile digital landscape, cyber security is no longer solely a technical issue but a
critical operational risk that impacts financial sustainability, public safety, and community trust. This
Policy establishes a risk-based governance framework designed to preserve the Confidentiality,
Integrity, and Availability (CIA) of Council’s systems.

Council’s security efforts are focused on three core objectives:

¢ Confidentiality: Ensuring that sensitive information (such as ratepayer personal details or staff
records) is accessible only to those authorized to see it.

¢ Integrity: Ensuring that data and systems are accurate and have not been altered or tampered
with (e.g., ensuring the General Ledger and property ratings remain correct).

e Availability: Ensuring that systems and information are accessible when needed for Council
operations (e.g., ensuring staff can process payments and that SCADA systems for water and
sewer are functional).

This Policy specifically addresses the unique operational context of Council, including the management
of critical Operational Technology (OT) for water and sewage services, and its partnership with external
Managed Service Providers (MSPs).

1.1 Strategic Context & Alignment

This Policy supports the delivery of Council’'s Community Strategic Plan by ensuring the resilience of
the services delivered to the community. It is aligned with:

e The NSW Cyber Security Policy (CSP): Adopting the "Manage, Protect, Detect, Respond,
Recover" lifecycle.

o ACSC Essential Eight: Mandating technical baselines for threat mitigation.

o Audit Office of NSW Recommendations: Addressing specific governance gaps regarding
privileged access management and IT general controls.

1.2 Scope
This Policy applies to all users and systems associated with Council.

o People: All Councillors, employees, contractors, volunteers, and third-party vendors who
access Council’s network or data.

o Information: All data created, stored, processed, or transmitted by Council, including ratepayer
records, financial data, and employee files.

e Systems:

o Corporate IT: The administrative network, email (Exchange Online), Records
Management (Magiq Docs), and Finance Systems (Practical).
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o Operational Technology (OT): Critical infrastructure control systems, including
Supervisory Control and Data Acquisition (SCADA), telemetry, and Programmable
Logic Controller (PLC) managing Water Treatment Plants and Sewerage facilities.

o Cloud Services: Third-party hosted platforms including Microsoft 365, Azure, and
SaaS applications.

2. POLICY PRINCIPLES

Council adopts the following principles to guide security decision-making:

1.

Security is Everyone’s Responsibility: Cyber security is not limited to the IT Department.
Every employee is a "human firewall" responsible for protecting their credentials and data.

Risk-Based Approach: Controls must be proportionate to the risk. Resources are prioritised
to protect Council’s "Crown Jewels"—its critical infrastructure and sensitive data.

Defence in Depth: Security should not rely on a single control. Multiple layers of defence (e.g.,
firewalls + MFA + training) must be used so that if one fails, others remain.

Least Privilege: Users and vendors are granted only the minimum level of access required to
perform their duties, and for no longer than necessary.

Safety First: In the context of Operational Technology (OT), physical safety and environmental
protection take precedence over confidentiality or IT convenience.

3. GOVERNANCE AND ROLES

Effective governance requires clear lines of accountability.

Role Responsibility

Council (Elected Sets the risk appetite and budget for security.

Body)
ARIC Provides independent oversight and monitors audit findings.
General Manager Accountable Officer. Approves this policy and accepts residual risks.

Finance & Admin Policy Owner. Coordinates training and performs independent log reviews.

Manager

Managed Service Technical Executor. Applies patches, manages firewalls, and monitors
Provider alerts.

Director of Accountable for securing water and sewerage control systems and holds veto
Engineering power over any |T changes.

All Staff Must protect passwords, use MFA, and report suspicious emails.
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3.1 The Council (Elected Body)

e Sets the organisation’s risk appetite for cyber security (currently Moderate for operational risk,
Very Low for compliance risk).

o Allocates sufficient budget and resources to meet the objectives of this Policy.
3.2 Audit, Risk and Improvement Committee (ARIC)

e Provides independent assurance to the Council regarding the effectiveness of the cyber
security framework.

e Reviews reports on major cyber incidents and monitors the implementation of audit
recommendations (e.g., from the Audit Office of NSW).

3.3 General Manager
e Accountable Officer: Retains ultimate responsibility for data protection and cyber risk.

e Crisis Management: Leads the Council’s response during a "Critical" cyber incident (e.g.,
ransomware) and manages public communications.

o Approval Authority: Approves policy exceptions and accepts residual risks that exceed
standard tolerances.

3.4 Finance & Administration Manager (CISO Delegate)
¢ Policy Owner: Maintains this Policy and ensures it is reviewed every two years.

e Assurance: Conducts monthly independent reviews of Privileged User Access Logs to
detect unauthorised administrative activity.

e Training: Coordinates the annual cyber security awareness training program for all staff.
3.5 Managed Service Provider (currently RMT)

o Technical Execution: Responsible for the day-to-day implementation of this Policy (patching,
backups, firewall management).

e Monitoring: Provides 24/7 monitoring of Council’'s environment and acts as the "First
Responder" to technical alerts.

e Advisory: Advises Council on emerging threats and technical improvements.
3.6 Director of Engineering
o OT Asset Owner: Accountable for the security of Water and Sewerage control systems.

e Change Authority: Must be consulted on any IT change that affects OT connectivity. Retains
"Veto Power" if a change poses a physical safety risk.

3.7 Director of Engineering

o OT Asset Owner: Accountable for the security of Water and Sewerage control systems.
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4. CYBER SECURITY FRAMEWORK (STRATEGIC PILLARS)

Council adopts the National Institute of Standards and Technology (NIST) Cybersecurity Framework,
as a robust skeleton to structure its controls and incorporate specific requirements from the Audit Office
of NSW, NSW Cyber Security Policy (CSP), and ACSC Essential Eight are to ensure full compliance
and audit readiness. This section details the specific requirements under each of the five pillars:
Identify, Protect, Detect, Respond, and Recover.

CORE OBJECTIVES (The CIA Triad)
CONFIDENTIALITY INTEGRITY

Access Continuous Incident Disaster
| Management Control Monitoring Response Recovery

| Planning
| Supply Chain Network Security Backup

| Segregation Health Notification Restoration
Checks

FOUNDATION
Risk Appetite Statement | Legislative Compliance

4.1 Pillar 1: IDENTIFY (Know Your Risk)
We cannot protect what we do not know.
4.1.1 Asset Management

e Inventory: The MSP must maintain an up-to-date Configuration Management Database
(CMDB) of all hardware (servers, laptops, mobile devices) and software assets.

e Shadow IT: The use of unauthorised software or cloud storage (e.g., personal Dropbox, Google
Drive) for Council business is strictly prohibited.
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o Classification: Information assets must be classified based on sensitivity (e.g., Public, Internal
Use, Sensitive/Confidential).

4.1.2 Supply Chain Risk Management
Council relies heavily on third-party vendors. To mitigate supply chain attacks:

e Vendor Assessment: All new software or IT service vendors must undergo a security
assessment prior to contract signing.

e Contractual Clauses: All contracts with IT and MSP vendors must include specific cyber
security obligations, including:

o Compliance with the Privacy Act 1988.
o Right to Audit.

o Mandatory Noaotification: A strict requirement to notify Council of any confirmed data
breach affecting Council data within 24 hours.

4.1.3 Risk Assessment

e Cyber risk assessments must be conducted annually or prior to any major system change (as
per the IT Change Management Policy).

e Cyber risks are recorded in the Enterprise Risk Register and reported to ARIC quarterly.

4.2 Pillar 2: PROTECT (Prevent Attacks)
Implementing controls to limit the impact of a potential cyber event.
4.2.1 Identity and Access Management (IAM)
¢ Multi-Factor Authentication (MFA): MFA is mandatory for:
o All remote access (VPN, Remote Desktop).
o All cloud-based services (Microsoft 365, Email, OneDrive).
o All accounts with administrative (privileged) access.

o Password Policy: Passwords must meet complexity requirements (minimum 14 characters)
and must not be shared.

o Privileged Access: Administrative privileges are restricted to only those staff/vendors who
strictly require them. "Domain Admin" accounts must not be used for daily tasks (e.g., reading
email).

4.2.2 Network Security & Segmentation

o Segregation: The network must be segmented to prevent lateral movement by attackers.
Distinct segments must exist for:

o Corporate LAN.
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o Guest/Public Wi-Fi (fully isolated from Corporate).
o Operational Technology (OT) / SCADA.

¢ Remote Access: Direct RDP (Remote Desktop Protocol) connections from the internet are
prohibited. All remote access must be secured via VPN or a secure gateway with MFA.

4.2.3 Operational Technology (OT) Security
Given the criticality of water and sewer services:

e Air Gapping: Wherever possible, OT networks should be physically or logically "air-gapped"
(disconnected) from the corporate internet.

o Remote Access: Vendor access to OT systems (e.g., for pump maintenance) must be:
o Enabled only on-demand (disabled by default).
o Monitored during the session.
o Subject to MFA.

e No Email: Operational control computers (SCADA PCs) must not have access to corporate
email or general web browsing.

4.2.4 Patch Management (Vulnerability Management)

e Operating Systems: Critical security patches for Windows and Server OS must be applied
within 14 days of release (or 48 hours for "Extreme" risk vulnerabilities).

e Applications: Third-party applications (Adobe, Chrome, Zoom) must be patched regularly.

e Legacy Systems: Systems that cannot be patched (e.g., old SCADA controllers running
Windows 7) must be isolated from the network to prevent exploitation.

4.2.5 Awareness and Training

e Induction: All new staff must complete cyber security awareness training within 7 days of
commencement.

e Ongoing Training: Council will conduct an annual refresher course for all staff.

e Phishing Simulations: The MSP will conduct random phishing simulation tests. Staff who
repeatedly fail these tests will be required to undergo remedial training.

4.3 Pillar 3: DETECT (Monitor for Threats)
Implementing activities to identify the occurrence of a cyber security event.
4.3.1 Continuous Monitoring

e The MSP is responsible for implementing Centralised Log Management (SIEM) or similar tools
to capture logs from firewalls, servers, and Office 365.
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¢ Alerting: Systems must be configured to generate immediate alerts for high-risk indicators,
such as:

o Multiple failed login attempts (Brute Force).
o Logins from foreign countries (Geo-blocking).
o Creation of new Administrator accounts.
o Disabling of Anti-Virus software.
4.3.2 Assurance Testing

e Health Checks: An independent "Cyber Security Health Check" or vulnerability assessment
must be conducted at least every two years.

e Penetration Testing: Council will consider formal penetration testing for any public-facing
applications (e.g., web payment portals).

4.4 Pillar 4: RESPOND (Incident Management)
Taking action to contain the impact of a detected cyber security incident.
4.4.1 Incident Response Plan (CIRP)
¢ Council maintains a standalone Cyber Incident Response Plan (CIRP).

e This plan must be tested annually via a "Tabletop Exercise" involving the Executive Team and
the MSP.

4.4.2 Reporting Obligations

o Internal: All staff must report suspected incidents (e.g., weird emails, ransomware notes) to
the Helpdesk immediately.

o External: The General Manager is responsible for reporting notifiable incidents to:
o Cyber Security NSW: For incidents affecting critical government services.
o ACSC: For cybercrimes and ransomware.

o IPC (Privacy Commissioner): For data breaches involving personal information
(under the Mandatory Notification of Data Breach Scheme).

4.5 Pillar 5: RECOVER (Business Continuity)
Capabilities to restore services impaired due to a cyber security incident.
4.5.1 Backup Strategy

e Frequency: Critical data (Finance, Records, Payroll) must be backed up at least daily.
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Immutability: To protect against ransomware that targets backups, Council must maintain an
immutable backup copy (one that cannot be modified or deleted, even by an admin) or an offline
(tape/air-gapped) copy.

Scope: Backups must cover on-premise servers AND cloud data (e.g., Office 365
Exchange/SharePoint), as Microsoft does not guarantee indefinite retention.

4.5.2 Restoration Testing

5.

Performing backups is insufficient; recovery must be proven.

Annual Test: The MSP must perform a full restoration test of key systems (e.g., restoring the
Finance Server from scratch) at least annually and provide a report to the Finance Manager
verifying the integrity of the data.

ASSURANCE AND COMPLIANCE

To ensure this Policy is being followed and to meet the expectations of the Audit Office of NSW and
Cyber Security NSW, the following activities are mandated:

5.1 Independent Verification & Audit

Verification of Maturity: Council will move beyond self-assessment by requiring an
independent, evidence-based verification of its ACSC Essential Eight maturity levels at least
every two years.

Artefact Maintenance: The MSP must maintain a "Cyber Evidence Folder" containing
technical logs, screenshots, and reports (artefacts) to prove that mandated controls are
operational for audit purposes.

Audit Office Alignment: Reports on major incidents and audit findings must be presented to
the ARIC to ensure transparency and monitor the implementation of state-level
recommendations.

5.2 Annual Attestation & Reporting

Annual Cyber Security Attestation: The General Manager will sign a formal annual
attestation statement confirming Council’'s cyber security posture and compliance with this

policy.

Annual Report Disclosure: A summary of this attestation will be included in the Council’s
Annual Report to provide transparency to the community and the Elected Body.

Mandatory External Reporting: Any "Critical" incident or confirmed data breach involving
personal information must be reported to Cyber Security NSW and the IPC within the
timeframes specified in the Incident Response Plan.
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5.3 Protection of "Crown Jewels"

o Critical Asset Register: The Finance & Administration Manager, in coordination with the MSP,
will maintain a formal register of "Crown Jewels"—the systems and data most critical to
Council’s operations (e.g., Financial Ledger, Water/Sewerage OT).

o Targeted Controls: These assets must receive prioritized resources and the highest level of
security monitoring (e.g., mandatory MFA and immutable backups).

5.4 Monthly Independent Review (Privileged Access)

o Log Reviews: The Finance & Administration Manager must conduct a monthly review of
privileged access logs provided by the MSP to detect unauthorized or suspicious administrative
activity.

¢ Sign-Off: This review must be documented, signed off, and stored as an evidence record for
the Audit Office.
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6. APPENDIX

Below sample of Attestation Statement template is designed to satisfy the requirements of the Audit
Office of NSW and Cyber Security NSW. It bridges your NIST-based policy skeleton with the formal
reporting obligations required of a NSW Local Government agency.

[Council Letterhead]
ANNUAL CYBER SECURITY ATTESTATION STATEMENT

For the Financial Year: 20XX/20XX To: The Office of Local Government / Audit Office of NSW / Cyber
Security NSW

1. Purpose and Scope

As the General Manager of Brewarrina Shire Council, | am responsible for ensuring that the Council
has established and maintained an appropriate cyber security posture. This statement provides formal
attestation of Council’s cyber security maturity and alignment with the NSW Cyber Security Policy (CSP)
and the Council’s internal Cyber Security Policy.

2. Governance and Risk Management
| certify that for the reporting period:

e Council has assessed its cyber security risks using a formal risk management framework,
integrated with the Council’s Enterprise Risk Management (ERM) system.

o Cyber security risks and maturity levels have been reported regularly to the Audit, Risk and
Improvement Committee (ARIC) and the Elected Body.

e The Finance & Administration Manager has conducted monthly independent reviews of
privileged access and MSP security logs.

e Council has identified its "Crown Jewels" (Critical Assets), including the General Ledger,
Ratepayer Database, and Operational Technology (SCADA/PLC systems) for water and
sewerage services, ensuring they receive prioritized security controls.

3. Framework Alignment

Council utilizes the NIST Cybersecurity Framework (Identify, Protect, Detect, Respond, Recover) as its
strategic skeleton. Under this framework, Council has implemented the technical requirements of the
ACSC Essential Eight.

Current Maturity Status:
e Target Maturity Level: [e.g., Level 1]

e Current Assessment: Council is [Fully Compliant / Partially Compliant / Non-Compliant] with the
mandatory requirements of the NSW Cyber Security Policy.

e Residual Risks: All risks rated "High" or "Extreme" have been formally documented in the Risk
Register and reported to Cyber Security NSW.
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4. Continuous Improvement

Council is committed to the ongoing uplift of its cyber resilience. In the coming financial year, the
following initiatives are prioritized:

¢ [e.g., Implementation of automated application whitelisting]
e [e.g., Completion of independent verification of Essential Eight maturity by an external auditor]
e [e.g., Full simulation test of the Cyber Incident Response Plan]

5. Declaration

I, [Name of General Manager], General Manager of Brewarrina Shire Council, am of the opinion that
Council has managed cyber security risks in a manner consistent with the mandatory requirements of
the NSW Cyber Security Policy, except for the specific areas of non-compliance/improvement noted in
the attached Confidential Annexure.

a1

Signed: T

General Manager Date: [24 Feb 2026]
by: 3

Witnessed

Title: Executive Assistant to the Mayor and General Manager

Date: [24 Feb 2026]
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7. GLOSSARY

TERM DEFINITION

AIR GAP a security measure that physically isolates a secure network
from unsecured networks, such as the public internet or an
unsecured local area network.

ACSC Australian cyber security centre. the Australian government's
lead agency for cyber security.

CIA TRIAD confidentiality (keeping data secret), integrity (keeping data

accurate), and availability (keeping data accessible). the three
core goals of security.

ESSENTIAL EIGHT

a series of baseline mitigation strategies recommended by the
ACSC to make it much harder for adversaries to compromise
systems.

IMMUTABLE BACKUP

a backup file that cannot be altered, deleted, or overwritten,
even by a system administrator or ransomware, for a set period.

MFA (MULTI-FACTOR
AUTHENTICATION)

an authentication method that requires the user to provide two
or more verification factors to gain access (e.g., password +
code on phone).

MSP (MANAGED SERVICE

an external third-party company (Roberts & Morrow

PROVIDER) Technology) contracted to manage council's it infrastructure.

OPERATIONAL hardware and software that detects or causes a change through

TECHNOLOGY (OT) the direct monitoring and/or control of physical devices (e.g.,
pumps, valves).

PHISHING a type of social engineering where an attacker sends a
fraudulent message designed to trick a human victim into
revealing sensitive information.

PRIVILEGED ACCESS access rights granted to a user that allow them to perform
administrative or security-related functions (e.g., installing
software, resetting passwords).

RANSOMWARE malicious software that encrypts a victim's files. the attacker
then demands a ransom from the victim to restore access to the
data.

SCADA supervisory control and data acquisition. a control system

architecture used for high-level process supervisory
management (used in water/sewer plants).
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8. ROLE-BASED REPSONSIBILITIES CHECKLIST
For All Staff ("The User")
e Do not share your password with anyone (including IT support).
e Lock your computer (Win + L) whenever you leave your desk.
o Report lost devices (phones/laptops) immediately.
e Verify unusual email requests (e.g., "Change bank details") via phone.
For the MSP (Technical Lead)
e Ensure Anti-Virus is active on 100% of endpoints.
¢ Review firewall logs for denied traffic spikes weekly.
e Apply "Critical" patches within 14 days.
e Verify backups ran successfully every morning.
For the Finance Manager (Policy Owner)
¢ Review the "Privileged Access Log" monthly.
o Ensure "Leavers" (staff who resign) have their accounts disabled on their last day.

e Schedule the annual Cyber Health Check.

9. REVIEW

This Policy will be reviewed every 2 years or as required in the event of legislative changes. Any
amendment to the Policy must be by way of a Council Resolution or the approval of the General
Manager.

10. POLICY AMENDMENTS

VERSION DATE APPROVED RESOLUTION NO DESCRIPTION OF
CHANGES
1 24 February 2026 New
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