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1. PURPOSE

The purpose of this IT Change Management Policy is to establish a robust governance framework for
managing modifications to Brewarrina Shire Council’'s ("Council") Information and Communication
Technology (ICT) infrastructure and Operational Technology (OT) assets.

Unmanaged change is a primary driver of service instability, security vulnerabilities, and unplanned
outages. This policy mandates that all changes to Council’s production environment are appropriately
assessed, approved, implemented, and reviewed in a controlled manner. This ensures that Council
minimizes operational risk while enabling necessary updates and improvement.

This policy specifically addresses the governance gaps identified in the Audit Office of NSW
Management Letter (2025), ensuring Council meets its statutory obligations for internal control and risk
management.

1.1 Strategic Alignment

This policy operates as a critical control within the "Protect” function of Council’'s Cyber Security Policy
(Section 4.2). It ensures that the integrity and availability of systems—two pillars of the CIA Triad—are
not compromised by accidental error or unauthorised modification.

1.2 Scope

This policy applies to all Significant Changes made to Council’s production IT and OT environments
by internal staff, Managed Service Providers (MSPs), or third-party vendors.

In Scope:
e Core Infrastructure: Physical and virtual servers, storage arrays, and backup repositories.
o Network Architecture: Firewalls, routers, switches, WAN links, and remote access gateways.

o Business Applications: Major upgrades, patches, or configuration changes to core systems
including Practical and Magiq Docs.

e Operational Technology (OT): Any IT asset that interfaces with critical infrastructure,
specifically SCADA systems for Water and Sewerage treatment plants.

o Cloud Services: Configuration changes to Microsoft 365, Azure Active Directory, and other
SaaS platforms managed by Council.

Out of Scope:

e Routine operational tasks that do not alter the system configuration (e.g., password resets,
replacing printer toner).

e Changes to strictly isolated Test or Development environments that have no connectivity to
the Production network.
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2. POLICY STATEMENT

2.1 Core Principles

Council is committed to a disciplined approach to change management based on the following
principles:

1.

Governance First: No change, regardless of urgency, is to be implemented in the production
environment without documented authorisation appropriate to its risk level.

Segregation of Duties: To prevent fraud and error, the individual authorising a change should
be independent of the individual executing the change, where resource constraints permit.

Risk-Based Approach: The rigour of assessment and approval must be proportionate to the
risk. High-risk changes require executive oversight; low-risk changes require streamlined
efficiency.

Safety Criticality: Changes affecting Operational Technology (OT) must prioritize physical
safety and environmental protection over IT efficiency.

2.2 Risk Appetite Alignment

This policy enforces Council’s Risk Appetite Statement :

ICT Risks (Moderate Appetite): Council accepts managed risks to facilitate digital
transformation. However, all changes must have a verified back-out plan to mitigate the impact
of failure.

Compliance & Governance (Very Low Appetite): Changes that bypass legislative
requirements, security controls (e.g., disabling Multi-Factor Authentication), or audit trails are
strictly prohibited.

3. ROLES AND RESPONSIBILITIES

Effectively managing change requires clear accountability across the organisation and its external
partners.

Role

Responsibilities

General Manager

* Executive Escalation: Provides final approval for changes exceeding
Council’'s "Moderate" risk appetite.

* Dispute Resolution: Arbitrates disagreements between IT and
Engineering regarding changes to critical infrastructure.

* Emergency Authorisation: Authorises Emergency Changes when the
Change Manager is unavailable.
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Role

Responsibilities

Finance (Change
Manager)

* Process Owner: Responsible for the effective operation of the Change
Management process.

» Approval Authority: Reviews and approves all "Normal" changes.

» CAB Chair: Convenes the Change Advisory Board (CAB) for "Major"
changes.

» Audit Compliance: Ensures the Change Log is maintained and
accessible for external audit.

Managed Service
Provider (RMT)

* Requestor: Submits formal Requests for Change (RFCs) with
comprehensive detail.

* Implementer: Plans, tests, and executes changes in accordance with
this policy.

» Technical Advisor: Provides technical risk assessments and impact
analysis.

* Record Keeper: Maintains the Configuration Management Database
(CMDB) and change records.

Director of Engineering

» Asset Owner (OT): Acts as the primary authority for Water and
Sewerage infrastructure.

» Safety Approver: Must be consulted on any IT change that could
impact SCADA or Telemetry systems.

* Veto Power: Retains the right to halt any IT change deemed unsafe for
physical plant operations.

4. CHANGE CLASSIFICATIONS

To ensure efficiency, changes are categorised based on risk and impact. This categorization
determines the required approval workflow.

Type Definition Approval Requirement
Pre-Approved

Standard Low risk, repetitive, pre-approved tasks (e.g., B

Change creating a new user, monthly security patching). ||(Logged by RMT, no specific

approval needed).
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Type Definition Approval Requirement
Normal Significant non-emergency changes (e.g., Formal Approval Required
Change upgrading the Finance Server, changing firewall (Must be approved by Finance
rules). Manager or GM).
Required immediately to fix a critical incident  ||VerPal/Retrospective Approval
Emergency toppi ber attack, restoring a failed ,
Change (e.g., stopping a cyber attack, restoring a failed |||ncigent Manager approves,

server). paperwork filed later).

4.1 Standard Change

A Standard Change is a low-risk, pre-authorised change that is relatively common and follows a
defined procedure or work instruction. These changes have a proven history of success and do not
require individual approval from the Change Manager.

e Examples: Monthly Windows security patching for non-critical servers, creating a new user
account, updating anti-virus signatures.

e Requirement: Must be logged in the IT Service Management system for audit trail purposes.
4.2 Normal Change

A Normal Change is a non-emergency modification that is not routine. These changes carry a
moderate level of risk and require formal assessment and specific approval before implementation.

o Examples: Upgrading the Finance System server operating system, modifying firewall rules to
allow a new vendor, migrating a mailbox to the cloud.

e Requirement: Requires a formal Request for Change (RFC) and approval by the Finance &
Administration Manager.

4.3 Major Change

A Major Change is a high-risk or high-impact modification that could result in significant disruption to
critical services if it fails. These changes typically involve significant cost, complexity, or strategic
importance.

o Examples: Replacing the core network switch, migrating the entire ERP system, changing the
primary internet provider.

e Requirement: Must be reviewed by the Change Advisory Board (CAB) and endorsed by the
General Manager.

4.4 Emergency Change

An Emergency Change is a modification required immediately to restore a failed service or remediate
a critical security threat (e.g., a cyber attack).

o Examples: Rebooting a frozen server during business hours, isolating a network segment to
stop ransomware.
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5.

Requirement: May be authorised verbally by the Incident Manager (Finance Manager or GM),
with documentation completed retrospectively.

The Change Management Process

All Normal and Major changes must follow the standard lifecycle phases outlined below.

1. REQUEST 2. ASSESS 3. APPROVE 4. IMPLEMENT 5. REVIEW
[RMT submits] [Risk Check] [Council Sign-off] [Execution] [Did it wm

| Change

| Request | -> | Impact
p

| Analysi

5.1 Phase 1: Initiation and Logging (Request)

The process begins when a need for change is identified. The Requestor (typically the MSP/RMT) must
create a Request for Change (RFC) record in the IT Service Management system.

The RFC must include:

Description: A clear summary of what is being changed.

Justification: The business or technical reason for the change.

Affected Items: Which servers, applications, or services will be impacted.
Risk Assessment: An initial rating of impact and likelihood of failure.
Implementation Plan: A step-by-step guide for executing the change.

Back-out Plan: A verified method to reverse the change if it fails (e.g., restoring from a
shapshot).

5.2 Phase 2: Assessment and Planning (Risk)

The Change Manager (Finance & Administration Manager) reviews the RFC to ensure it is complete
and safe.

Scheduling Check: Does the proposed time conflict with critical business activities (e.g.,
Payroll processing, Council meetings)?

OT Consultation: Does the change affect Operational Technology? If yes, the Engineering
Director must be consulted.

Risk Validation: Is the risk rating accurate? If the risk is underestimated, the Change Manager
will escalate the category to "Major".
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5.3 Phase 3: Approval

Approval must be formally documented to satisfy audit requirements.

Normal Changes: Approved by the Finance & Administration Manager via email or ticket
workflow.

Major Changes: The Change Advisory Board (CAB) is convened (virtually or in-person). The
CAB reviews the technical plan and risks. If endorsed, the General Manager provides final sign-
off.

Rejection: If a change is rejected, the Requestor is notified with reasons and may revise and
resubmit the RFC.

5.4 Phase 4: Implementation and Testing

Pre-Requisites: Changes affecting production systems should generally be scheduled outside
of standard business hours to minimise impact on staff and ratepayers.

Backup: A verifiable backup or system snapshot must be taken immediately prior to
implementation.

Execution: The Implementer executes the change following the documented Implementation
Plan.

Verification: Post-implementation testing must be performed immediately to confirm the
system is functioning as expected.

5.5 Phase 5: Review and Closure

Success: If the change is successful and verified, the ticket is closed.

Failure: If the change causes errors or outages, the Back-out Plan is invoked immediately to
restore the system to its pre-change state.

Post-Implementation Review (PIR): A PIR is mandatory for all Major changes and any Failed
changes. The review determines what went wrong, identifies lessons learned, and updates
procedures to prevent recurrence.

6. OPERATIOAL TECHNOLOG (OT) SPECIFICS

Council’'s Water and Sewerage infrastructure relies on SCADA and Telemetry systems which, while
increasingly digital, require distinct management protocols to ensure public safety.

6.1 Network Segregation

Consistent with the "Protect" pillar of the Cyber Security Policy, IT changes must strictly maintain the
segmentation between Corporate IT and OT networks. Any change to firewall rules bridging these
environments requires explicit approval from both the Finance Manager and the Director of Engineering.

6.2 Safety Overrides

IT CHANGE MANAGEMENT POLICY; VERSION: 1
BREWARRINA SHIRE COUNCIL



BREWARRINA SHIRE COUNCIL
POLICY NUMBER:

IT CHANGE MANAGEMENT POLICY | BREWARRIN, ;
| SHIRE H COUNCIL |

VERSION: 1; ADOPTED: 24 FEBRUARY 2026

The Director of Engineering holds absolute authority regarding changes to OT assets. If the Engineering
Director determines that a proposed IT change (e.g., an automated server reboot) poses a risk to
physical plant operations or environmental safety, the change must be halted immediately.

6.3 Vendor Validation

OT systems often rely on specific legacy software versions certified by the manufacturer (e.g., Tyco,
Prominent). The MSP must verify with the OT vendor that any proposed operating system patches or
updates are supported before implementation to avoid invalidating warranties or causing system
instability.

7. GOVERNANCE AND COMPLIANCE
7.1 Emergency Change Protocol
To prevent the abuse of the "Emergency" category to bypass planning:

1. Retrospective Documentation: All emergency changes must be logged formally within 24
hours of the incident resolution.

2. Mandatory Review: All emergency changes are subject to a Post-Implementation Review
(PIR) to assess if the emergency was avoidable (e.g., caused by lack of maintenance).

7.2 Audit Logs

To satisfy the requirements of the Audit Office of NSW, that all Change Request (RFC) records,
approval emails, and post-implementation test results are "Artefacts" that must be maintained in the
Cyber Evidence Folder for the Audit Office. Council requires the MSP to maintain a permanent Change
Log. This log must be exportable and include:

¢ Date and time of change.
¢ Description of change.
e Approving authority.
e  Outcome (Success/Failure).
7.3 Performance Measurement
The effectiveness of this policy will be measured via the following Key Performance Indicators (KPIs):
e Change Success Rate: Target > 95%.
e Unauthorised Changes: Target O (Zero Tolerance).

o Emergency Change Ratio: Target < 10% of total changes.
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8. RELATED DOCUMENTS

This policy should be read in conjunction with:

e Cyber Security Policy

e Risk Management Policy

o Risk Appetite Statement

9. DEFINITIONS (GLOSSARY)

Term

Definition

Back-out Plan

A documented procedure to restore a system to its original state if a change
fails. Also referred to as a "Rollback Plan".

Change Advisory
Board (CAB)

A body that exists to support the authorization of changes and to assist
Change Management in the assessment and prioritization of changes. At
Council, this is a virtual consultation group including the Finance Manager,
Engineering Director, and MSP.

Change
Management

The process responsible for controlling the lifecycle of all changes, enabling
beneficial changes to be made with minimum disruption to IT services.

Configuration Item
(cn

Any component (server, software, network device) that needs to be managed
in order to deliver an IT Service.

Emergency Change

A change that must be introduced as soon as possible (e.g., to resolve a
major incident or implement a security patch).

Major Change

A change that is high risk, high impact, or high cost. These require executive
approval.

Normal Change

A change that is not an Emergency and not a Standard Change. Normal
changes follow the defined steps of the Change Management process.

Operational
Technology (OT)

Hardware and software that detects or causes a change through the direct
monitoring and/or control of physical devices, processes, and events in the
enterprise (e.g., Water Treatment Plants).

Post-
Implementation
Review (PIR)

A review that takes place after a Major or failed Change has been
implemented. It determines if the Change was successful and identifies
opportunities for improvement.
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Term Definition

Request for Change [|A formal proposal for a change to be made. It includes details of the
(RFC) proposed change, and may be recorded on paper or electronically.

A pre-authorised change that is low risk, relatively common, and follows a

Standard Change procedure or work instruction.

10.REVIEW

This Policy will be reviewed every 3 years or as required in the event of legislative changes. Any
amendment to the Policy must be by way of a Council Resolution or the approval of the General
Manager.

11. POLICY AMENDMENTS

VERSION DATE APPROVED RESOLUTION NO DESCRIPTION OF
CHANGES
1 24 February 2026 New
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12. APPENDICES

Appendix A: Request for Change (RFC) Template

(To be used if the electronic ticketing system is unavailable)

Change Request Details

RFC Number

(Internal Use)

Requestor Name

Date of Request

Change Category

[ 1Standard[ ] Normal[ ]Major[ ]Emergency

Affected Service

[ ]1Corporate IT[ ]OT (Water/Sewer) [ ] Cloud

Summary

(One line description)

Detailed Description

(What is changing? What hardware/software?)

Justification

(Why do we need this? What happens if we don't do it?)

Risk Assessment

Impact: (Low/Med/High)
Likelihood of Failure: (Low/Med/High)

Outage Required?

[ ]1Yes (Duration: Y[ 1No

Back-out Plan

(Detailed steps to reverse the change if it fails)

Implementation Plan

(Attach detailed steps or reference document)

Approver Name

Signature/Date

10
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Appendix B: Change Risk Assessment Matrix

Use this tool to determine if a change should be classified as Normal or Major.

Risk Criteria

Score (1=Low, 3=High)

1. Scope: Does the change affect >50% of staff or Ratepayers?

1 (No)/3 (Yes)

2, Criticality: Does the change affect Finance, Water, or Sewer
systems?

1 (No) / 3 (Yes)

3. Complexity: Is the Back-out plan complex or untested?

1 (Simple) / 3 (Complex)

4. Novelty: Is this the first time we have done this?

1 (Routine) / 3 (New)

Total Score

4-6 = Normal Change

7+ = Major Change (Requires
CAB)

High-score criteria: "Does this change impact a Critical Asset, '‘Crown Jewel', identified in the Critical

Asset Register?".

Any change to a ‘Crown Jewel’ should automatically be classified as a Major Change requiring CAB

approval.

11
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Appendix C: Post-implementation Review (PIR) Template

Mandatory for Major Changes and Failed Changes.

Change Reference:

Review Date:

1. Outcome Analysis:

o Did the change meet its objectives? ([ ] Yes[ ] No)
o Did the change cause a service outage? ([ ] Yes[ ] No)
o Was the outage within the planned window? [ ] Yes[ ]No)

2. Root Cause Analysis (If Failed):

o (Describe why the change failed. Was it technical error, human error, incorrect
documentation, or unforeseen impact?)

3. Lessons Learned:

o (What will we do differently next time? e.g., "Need longer testing window", "Update
documentation".)

4. Remedial Actions:
o [ ]Update Standard Operating Procedure.

o [ ]Revise Back-out plan for future attempts.

12
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Appendix D: Standard Change Register (Pre-Approved)

The following changes are pre-approved and do not require specific authorisation, provided

they are logged.

ID Standard Change Description ||Conditions

SC-01 ||Create New User Account Must have completed HR New Starter form.

SC-02 |[Terminate User Account Upon formal notification from HR.

SC-03 |[Monthly Server Patching (OS) Must be_ applied to Test Group 7 days prior to
Production.

SC-04 ||[Update Anti-Virus Signatures ||Automated via RMT management tools.

sC-05 |[Reboot Non-Critical Server ;\B/Iaunsqt) be performed outside business hours (5pm -

Replace Printer
SC-06 Toner/Hardware N/A
SC-07 |[DHCP Reservation Must be recorded in CMDB.

13
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