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1. PURPOSE 

 
The purpose of this Artificial Intelligence (AI) Use & Governance Policy (“the Policy”) is to 

formalise Brewarrina Shire Council’s (“Council”) approach to the responsible, ethical, 

transparent and secure use of Artificial Intelligence technologies. 

 

AI presents opportunities to improve efficiency, service delivery and decision-support across 

Council operations. However, AI also introduces risks relating to privacy, cyber security, bias, 

transparency, recordkeeping and public trust. This Policy establishes a risk-based governance 

framework to ensure AI is used in a manner that protects the community, supports accountable 

decision-making and complies with legislative and regulatory obligations, consistent with Council’s 

governance standards and cyber security posture. 
 

1.1 Strategic Context & Alignment 

This Policy supports Council’s Community Strategic Plan and commitment to good governance, 

digital capability and risk management. It is aligned with: 

• NSW AI Assurance Framework – adopting a lifecycle-based, risk-proportionate approach to 

AI assurance, with mandatory human oversight for higher-risk uses; 

• Australian Government Voluntary AI Ethics Framework – embedding principles of fairness, 

transparency, accountability and human-centred design; 

• Cyber Security NSW guidance – ensuring AI-related risks are integrated into Council’s cyber 

security and incident response arrangements; 

• Privacy and Personal Information Protection Act 1998 (NSW) and Government Information 

(Public Access) Act 2009 (NSW); and 

 

Council’s adopted Cyber Security Policy, Records Management Policy, ICT Acceptable Use Policy and 

Code of Conduct. 
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1.2 Scope 

This Policy applies to all AI use associated with Council, including: 

People 

All Councillors, employees, contractors, consultants, volunteers and third-party service providers 

who use AI systems for Council business. 

Information 

All data created, accessed, processed or generated using AI in the course of Council operations, 

including text, images, audio, analytics outputs and decision-support material. 

Systems 

• Publicly available AI tools (e.g. ChatGPT, Gemini AI, Co-Pilot,..); 

• Internally deployed or procured AI systems; 

• AI features embedded within third-party software and cloud services. 

 

2. POLICY PRINCIPLES 

Council adopts the following principles to guide the use of AI: 

• Human Accountability: AI must support, not replace, human decision-making. Council 

officers remain accountable for all AI-assisted outputs and decisions. 

• Risk-Based Use: AI controls and assurance must be proportionate to the level of risk, 

consistent with the NSW AI Assurance Framework. 

• Transparency & Explainability: Council must be able to explain when and how AI is used, 

particularly where outputs influence decisions affecting individuals or the community. 

• Fairness & Equity: AI systems must be used in a manner that avoids bias, discrimination or 

unfair outcomes. 

• Privacy & Security by Design: AI use must protect personal information and comply with 

Council’s cyber security controls. 

Lawful & Ethical Use: AI must be used in accordance with legislation, Council policies and 

community expectations. 
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3. GOVERNANCE AND ROLES 
 

Effective AI governance requires clear accountability. 

Role Responsibility 

Council (Elected Body) Sets risk appetite for AI use and adopts this Policy. 

Audit, Risk & Improvement 

Committee (ARIC) 

Provides independent oversight of AI-related risks and 

assurance outcomes. 

General Manager 
Accountable Officer for AI governance; approves high-risk AI 

use and accepts residual risks. 

Finance Manager 
Policy Owner; maintains AI register, coordinates assurance 

activities and training. 

Directors / Managers Ensure AI use within their functions complies with this Policy. 

All Staff & Councillors Use AI responsibly and in accordance with this Policy. 

 

 

4. AI GOVERNANCE FRAMEWORK (STRATEGIC PILLARS) 

Council adopts a lifecycle-based AI governance framework consistent with the NSW AI Assurance 

Framework, integrated with Council’s existing risk and cyber security controls. 

4.1 IDENTIFY – Know Your AI Use 

• Maintain an internal AI Systems Register documenting all AI tools used for Council business. 

• Categorise AI use as Low, Medium or High Risk, based on impact on individuals, services, 

legal rights or public trust. 

• Conduct Privacy Threshold Assessments and risk assessments where required. 
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4.2 PROTECT – Design and Use Safely 

• Prohibit entry of confidential, sensitive or personal information into public AI tools. 

• Ensure procurement of AI-enabled systems includes privacy, security, transparency and data 

residency requirements. 

• Apply Council cyber security controls to AI systems. 

 

4.3 DETECT – Monitor and Review 

• Monitor AI use for misuse, errors, bias or unintended outcomes. 

• Require human review of AI outputs used for decision-support or public-facing material. 

 

4.4 RESPOND – Manage Issues 

• Treat AI-related incidents (e.g. data leakage, misleading outputs) as cyber or information 

incidents under Council’s existing response plans. 

• Escalate high-risk AI issues to the General Manager and ARIC. 

 

4.5 RECOVER – Learn and Improve 

• Review AI incidents and near-misses to improve controls. 

• Update guidance and training as AI technologies evolve. 

 

PERMITTED AND PROHIBITED USES 

Permitted Uses (with human oversight) 

• Drafting and summarising documents; 

• Data analysis and forecasting using approved data; 

• Research and idea generation. 

 

Prohibited Uses 

• Fully automated decisions affecting individuals’ rights, services or entitlements; 

• Uploading confidential or personal information into public AI tools; 

• Generating misleading, deceptive or discriminatory content; 

• Representing AI-generated content as an official Council decision without human approval. 
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5. ASSURANCE AND COMPLIANCE 

• High-risk AI uses require documented assurance aligned to the NSW AI Assurance 

Framework. 

• AI risks must be recorded in Council’s Enterprise Risk Register where relevant. 

• Compliance with this Policy may be audited and reported to ARIC. 

• Breaches may result in disciplinary action under Council’s Code of Conduct. 

 

 

6. REVIEW 

This Policy will be reviewed every two (2) years, or earlier if required due to legislative change, 

emerging risks or significant changes in AI technology. Amendments require Council resolution or 

approval of the General Manager. 

 

 

7. POLICY AMENDMENTS 

Version Date Approved Resolution No. Description of Changes 

1 24 March 2026 028/26 New Policy 
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8. APPENDIX 

 

F:\Policy Review\AI Policy\AI Register - Approved.docx 

F:\Policy Review\AI Policy\Using Generative AI - Staff Checklist.docx 

F:\Policy Review\AI Policy\Checklist to Risk Assessment.docx 

file://///BSCDC/Finance/Policy%20Review/AI%20Policy/AI%20Register%20-%20Approved.docx
file://///BSCDC/Finance/Policy%20Review/AI%20Policy/Using%20Generative%20AI%20-%20Staff%20Checklist.docx
file://///BSCDC/Finance/Policy%20Review/AI%20Policy/Checklist%20to%20Risk%20Assessment.docx

